SQL Server DBA Training

Andrew Fraser, July 2000, http://andrewfraserdba.com

This course is a reduced version of Microsoft’'s 5 day System Administration for Microsoft SQL
Server 7.0 course. It focuses on the differences between SQL Server and Oracle and on the
main SQL Server tasks a DBA team is likely to have to perform, such as: Installs; Service
Access Requests; Cloning; Backups; Restores; Datafile maintenance.

DBA tasks which are out of scope for this course are the SQL Server 6.5 to 7.0 upgrade
process and performance tuning.
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SQL Server DBA Training

1. SQL Server Overview

SQL Server is the Microsoft licensed version of the Sybase relational database. It is only
available on the Microsoft operating systems: Windows 95; Windows 98; NT Workstation; NT
Server; and Windows 2000.

This course focuses on SQL Server version 7.0 rather than the later SQL Server 2000 and
2005. SQL Server 2005 in particular has noticeably different front end DBA interfaces to the
earlier versions.

The two principal differences between SQL Server/Sybase and Oracle are:

1. SQL Server has no rollback segments and therefore no rollback/commit functionality, or
read consistent data views; other than what little can be accommodated from the on line
redo logs.

2. SQL Server architecture is: 1 machine to 1 SQL Server to many Databases. There is no
such thing as instances and tablespaces within SQL Server. On line redo logs exist at
database level.

A more complete list of differences is given in Appendix B.

Note that SQL commands are not executed by ; or / as in oracle, but with go.

2. Installing and Configuring SQL
Server

Installation

Various types of SQL Server CD exist

1. Microsoft BackOffice SQL Server — the legitimate licensed edition. The Microsoft BackOffice
CD suite is normally kept by the NT team. Note that the first CD in the set has to be run to
start the install, before the SQL Server specific CD is asked for. A license number has to be
supplied, this should be on the BackOffice box label.

2. MSDN (Microsoft Developer Network) SQL Server. This should be used for our PCs and for
test and development servers. The binary files in this installation have a hard coded limit of
ten logins, so if this is used on a server which will eventually go live, you will have problems.
Note that a license number is asked for even with this CD when installing the enterprise
edition.

3. SQL Server 120 day evaluation copy — not to be used for obvious reasons.

j‘_] Imstall SCL Server 7.0 Prerequisites
/]

__-TU Install SCQL Server 7.0 Companents
/]

mﬁisit Cur Web Site
aarowse Baoks Cnline
(Requires Internet Explorer 4.01 SP 1)

Exit
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1.1 Installing SQL Server on client (desktop edition)
This is very simple. You can accept all defaults and let the install run through on Windows 95.

On Windows NT Workstation, choose the startup option user to be Local System rather than a
Domain User.

The TCP/IP network library should be installed. This can be configured post install through the
Client Network Utility.

Lab 2.1 — Install SQL Server Desktop Edition
1.2 Installing SQL Server on Server (enterprise edition)

Licensing
This will ask for a license number, so have this handy before installing. Different projects may
use different license numbers — normally this is co-ordinated by the NT team.

Microsoft have two options for licensing:
1. Per Server (individual licenses for individual servers)
2. Per Seat (enterprise wide licenses for clients using any server)

It is cheaper to buy per seat licenses (achieves economies of scale) but that requires inter-
project collaboration. So almost all licenses here are per server.

Note that, unlike Oracle, Microsoft actually enforce their licensing within the software. Users can
get an error when trying to connect in once all available licenses are in use.

Locate pour 10 digit 'C0 Key' and enter it in the space
below. v'ou will find thiz number on the yellows sticker of
waur CO liner notes or CD sleewve.

CD Kew:

- -

TCP/IP
Default options can be taken for the rest of the install, except that TCP/IP must be installed. The
default port number (1433) should be used.

1.3 Remote Installs
There are two methods of installing SQL Server onto a remote server. The preferred option is to

use NSM to control the remote server. Within this remote server, map your PCs CD-Rom drive
as a drive mapping on the remote server. Below are the steps to do this:
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Remote Install Step 1 — Identify Local PC

You need to know the Computer Name of your own PC. This can be identified by looking (in
your own PC) at control panel then network and on the identification tab. Take a note of the
Computer Name as you will need it for step 3.

In the example below, the computer name is 0146017.

Metwork K E3
Identification | Sewicesl F'n:utocolsl Adaptersl Bindingsl

Windows uses the following infarmation ta identify waur

| computer on the network, “'ou may change the name for
thiz computer and the workgroup ar domain that it wil
appear in.

Computer MName: Im AB017

Wwhorkgroup: |WDF|KGF|DUF'

ak. | Cancel |

Remote Install Step 2 - Allow filesharing on local PC

The local PC must be set up to allow filesharing. This is also done through control panel then
network, then on the Configuration tab. Click on the File and Print Sharing button and tick
the "l want to give others access to my files" check box.

Remote Install Step 3 — Make Local PC CD Rom shareable

You must make the PC CD Rom drive shareable (equivalent to the share command in unix). To
do this, run windows explorer from the Start bar. Then right click on your CD Rom drive
(normally d:) in the right hand window. Select Sharing... from the menu.
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5‘ Exploning - C:%

File  Edit “iew Tools Help

[ ©) 52 =1 = == Y 5 ] e e e
|.-‘-‘«II Folders | Contents of 'C:4'
ﬁ Desktop Mame I Size I Type I Modified I Attribute
-2 [ Redb210 File: Folder £/21/0010:13 &M
it File: Falder £/21/0010:09 AW
T (20 Program Files File: Falder £/20/00 5:06 PM
- Explore [ 0rack File Falder £/20/00 417 PM
B g:pps . (O Mseqi? File: Falder £/20/00 12:07 PM
:g e Cat File Falder B/16/00 5:44 PM
52 Nison = 0 Nsm File Folder B/14/0011:21 &M
52 Public  AutoPlay o . )
% Binon  Scan with Norton Antivins B Clientws File Folder B/13/001:42 P
% Apps ¢ ot File: Falder £/13/001:20 P
% Public N Metware Copy... [ nates File: Falder £/13/001:15 PM
{54 Cantr (3 Acrobata File Folder E/13/001:04 PM
-{2] Printer [0 FrontPage ‘webs File Folder £/13/0012:46 PM
B2 Network by Eiest [ My Documents File Folder B/13/0012:44 PM
it Recycle B o ahoriont [ instal File: Folder B/13/0012:24 PM
[y Reflection - ([ Windows Update ... File: Falder £/13/0011:55 &AM
5] My Briefcz Properties @br_bookings.doc 20KE  Microsoft word Doc...  6/14/006:13 P
Memeetup.log 18KE  Text Document B/14/00 9.36 AM
boat.ini 1KB  Configuration Settings 613700 171:36 AM RS
Boot.pgb 1KB  PUB File £/13/0011:36 &AM
Flsutoexec bat OKB  MS-DOS Batch File B/13/0010:35 AW
Edmagset.txt 1KE  Test Document 8/6/99 10036 Ak
) Temp File: Folder B/21/0010:36 Ak
< | 2l

listart| 2qirbos - | [@luLTRa. | sl0120)..| 9 Conval .| B Microso.. | SOL Sewver..| [£] readme...| [y Explor . [N 243 10:38 am

Make the PC CD Rom drive available to everyone by selecting the Shared As radio button. For
Share Name, you can give the CD Rom drive a meaningful name, or leave it at default of the
drive letter (normally D). Either way, take a note of the Share Name, as you will need this for
step 3.

Sqi70ent [D:) Properties EE

General Sharing I

" Mot Shared
% Shared A

Share Mame: |D

LComment: I
Uszer Limit:

& Magimum Allowed

& Allogl 3: Users
Pemizsions. .. |

Cancel Apply

o]

Page 5 of 25



SQL Server DBA Training

Remote Install Step 4 — Mapping drive on Remote Machine

It is now time to switch into NSM and map the PC CD Rom drive into the remote machine.
When logged into the remote machine, bring up Windows Explorer and select Tools then Map
Network Drive from the top menu bar.

Within the resulting Map Network Drive dialogue box,

Drive: select any currently unmapped drive (E: in the example below, but any letter would do)
Path: type in here //<Computer Name of local PC from step 1>/<Share Name of local PC CD
Rom drive from step 2.

In the example below, the Computer Name is 0146017 and the Share Name is D, so the Path is
//0146017/D

Reconnect at Logon: Uncheck this box, or the remote machine will be forever attempting to
access your local CD Rom drive.

Map Metwork Drive
e [SE r
Fath: [\W01460174D =] Cancel |
LConnect & I Help |

[ Reconnect at Logan

Shared Directaries: ¥ Expand by Default

+

#= Microgoft Windows Metwork

A Nebwiare Services

MHetwiare Servers
@ Mawvel Directory Services
+
5= MFS Metwark

It is theoretically possible to install directly from the path without mapping it first, but that would
be a riskier method of installation.

Remote Install Step 5 — Running the install on Remote Machine

Staying in NSM on the remote machine, run the autorun.exe on the SQL Server CD. This can
be done from Windows Explorer, or a normal window of the newly mapped drive, or from Run in
the Start bar.

In the example given above, the command to run would be e:autorun

After that, the install should proceed just as if it was a standard local installation onto the server.
Alternative Remote Install Method
Sql Server allows the install program to run on the local PC, but write to a remote server. To

use this method, run the install CD on local PC as normal, but select the Remote Install radio
button when asked for the Install Method.
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Select Install Method

Fleaze select the install method below:

" Local Install - Install to the Local Machine

& {Remate [nztal - Instal to a Remaote Maching

Prezz 'Mext' when ready to continue.

Mewt » I Cancel |

This method is out of scope for this course and is not explored further.
1.4 Service Packs for SQL Server

Service Packs (Microsoft's name for patchsets) are simple to install.

e Download the service pack executable file from the internet onto the target machine

¢ Run the service pack executable file — this will unpack the contents of the file (equivalent to
tar).

e Shutdown all three SQL Server services

¢ Run the service pack installation executable (normally setup.exe)
Startup the three SQL Server services

They do not have to be installed one after the other. It makes sense to set all new SQL Servers
to the latest service pack level, unless there is a requirement to keep a SQL Server at the same
level as, say, its development equivalent.

The service pack level of a SQL Server can be worked out by taking the value of Product

Version. A table of product version numbers to Service Packs should be available somewhere,
although I have not managed to locate it.
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S0L Server Properties - 0146017 E
Connectiohs | Server Settings I D atabase Settings
General | Memary I Processor | Security

@ I arme: 046017
Froduct: SOL Server Standard
Operating system: ‘windows MT - 4.0 [1381)
Froduct wersion: 700623
Language: Englizh [United States)
Flatform: MHT INTEL <86
05 memory: B3[MB)
Frocessors 1
Rt directan: C:AMSS0L7
Code page: CP 1252
AutaStart policies when the operating system starts
I
[~ Autostar erver Agent
[~ futostart MSDTC
Startup parameters... |
0k, I Cancel | e ulli} Help

SQL Server 7.0 had Service Pack 2 on release as of July 2000

1.5 De-Installing SQL Server

De-Installing SQL Server can cause the usual Microsoft Registry and DLL disasters. If you
absolutely need to de-install, run the de-install without removing any of the shared library/DLL
files.

1.6 Post Installation

Three services are required for SQL Server:

1. MSDTC (data transfer functionality)

2. MSSQLServer (SQL Server itself)

3. SQLServerAgent (automatic jobs and alerts functionality)

For enterprise installations, all three of these should be set to start automatically. The startup
option should log on as the System Account.

These are configured through Control Panel then Services then clicking the Startup button for
each service.
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Service

Service: MSSOLServer

g OF. I
‘8 Manual Cancel |
" Dizabled Help |

—Log On Az
¢ Sustem Account

[~ Allow Service to Interact with Desktop

" This Account: I J

Easswrd: |

[Eartirm I
Fasspard

Lab 2.2 — Set up these services
1.7 Remote Administration

SQL Server is most easily controlled from a desktop PC. Each Server can be added to the list
(regsitered) within Enterprise Manager, then fully controlled from the desktop.

We normally use the sa account to connect to remote servers.

Once a server is registered, it can then be administered from the desktop enterprise manager
just as if it was running on the desktop machine itself.

Registered servers can be grouped together within Enterprise Manager.

See Appendix C for more details.

3. Security

3.1 Logins and Users

Two separate security accounts exist in SQL Server, rather than the single username in oracle:
1. Logins — A login account is for an entire Server.
2. Users — A user account is for a particular database within a Server

Accounts must have both a login account for the server and a user account for a database or
they will not be able to connect.

In addition there are NT accounts, typically handled through multi-server domains and
maintained by system administrators rather than DBAs.

There are two methods of authentication for logins: Windows NT authentication (equivalent to
an ops$ login in oracle) and mixed mode authentication, which is a username/password
separate from the operating system.

So service access requests would involve four stages:

1. Create login account

2. Create user account — one for each database for which access is required

3. Assign login account to above user accounts

4. Assign permissions and roles to the above user accounts

Although the whole process is simplified by using the wizards.
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The sa login is the system administrator — equivalent to sys in oracle. It should not be used
outside the DBA team. Unfortunately, by default it has no password, and application users will
often want to keep the password blank and use it as their only login account.

The guest account should normally be dropped for security reasons.

Lab 3.1 — add then revoke logins and Northwind users.

3.2 Permissions and Roles

Roles exist in SQL Server as in oracle. Roles are either Server level or Database level.

There are 7 Fixed Server roles (sysadmin; dbcreator; diskadmin; processadmin; serveradmin;
setupadmin; securityadmin), 10 Fixed Database roles, and as many User-defined Database
roles as you want to create.

The sysadmin role has DBA+ privileges, and so should not be granted outside the DBA team.

Object Permissions are granted to user accounts or database roles through the Enterprise

Manager GUI. As in oracle, permissions can be implemented at column level. Roles can be

assigned passwords.

Three separate object permissions exist in SQL Server:

1. Grant — can perform action

2. Deny — cannot perform action (strong). This applies even if the user account is a member of
a role which has been granted the permission.

3. Revoke — cannot perform action (weak). This will be overridden by a grant to a role which
the user account is a member of.

So Grant and Revoke are the same as in oracle. The additional Deny command is an extra

strong form of Revoke.

Lab 3.2 — create a role and add users, then grant statement and object permissions to users
and/or role.

3.3 Security in SQL Server 6.5
SQL Server 6.5 has a separate programme for security, SQL Security Manager.

28 S0OL Security Manager - WORSCSNTO02 [_ (O] x|
File  “iew Security Help

e 5C5-DOM\Damain Users |
"6 5C5-DOM\Domain Adrirs
e SC5-DOMACSWRADMING

+@ |Jzerz

|Security Mode: standard Default Domain; SCS-DOk

It looks like this:

Within SQL Security Manager, use “Security” -> “Grant New” to control users.
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rant User Privilege =

rGrant privilege

T T
Backup Operators rant

Guestz =
Power Users Done
Replicatar

dzers s

[

Show: # Local Groups

<+ lEroups an Defaulk Damain

W Add lagin [Ds far group members
| Add Users to Database

I master j

This is the preferred method of controlling users in SQL Server 6.5, although the Enterprise
Manager GUI is similar in its handling of login and user accounts:

gl Microsoft SOL Enterprize Manager M=l E3

File “iew Server Toolz Manage Object “Window Help

B o B SEaE] ] w = 22wl &
Server: [WORSCSNTOOZ =] El

E-EHsaLEs
E... I

EMORSCSMTO0Z (5L Server 6.50)

----- = =al Mail

------ % S0L Executive

----- {§fB Distributed Transaction Coordinator

-] Database Devices
-] Backup Devices

-] Databases

-] Logins

Ready WHORSCSNTO02 R

4. Managing Database Files

All databases have a primary data file (.mdf) and one or more transaction log files (.Idf) A
database may also have secondary data files (.ndf).

Data is stored in 8-kilobytes blocks of contiguous disk space called pages. Tables and Indexes
are stored in extents of 8 contiguous pages, or 64kb.
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As in oracle, data is modified in the buffer cache, the modification recorded in the transaction
log file, with the checkpoint process periodically writing all completed transactions to the disk
files. For this reason, Microsoft recommend that hardware write-caching disk controllers be
disabled.

Ideally, the transaction log files should be placed on RAID-1 mirrored disks, and the data files
placed on RAID-0 or RAID-5 (parity) striped disks. Transaction log file and data files should
exist on separate physical disks with separate 1/0 controllers.

Filegroups can be created within a database to manually place individual tables and indexes
onto individual disk drives. However disk striping normally produces the same performance
benefits as filegroups without all the extra work.

When creating a database, it makes sense to accept the defaults of unlimited file growth in 10%
increments. This is especially crucial to the transaction log, as changes cannot be made to the
data of a database with a full transaction log. A maintenance plan be set up (see below) to
periodically shrink files. Transaction log files are initially created by default to be 25% of the size
of the data files. This default should be accepted unless the database data will have an
unusually low number of changes, in which case a smaller transaction log file would be
appropriate.

After creating, dropping or modifying a database, back up the master database.
Lab 4.1 — create and modify a database.
4.2 Database Options

Important options can be set for a database. Leave the 6 options below unchecked in normal
circumstances. Database options are set through the options tab within database properties.

Database option Description

dbo use only Limits use of the database to the database
owner only — use during development.

read only Defines a database as read-only — use to
set security for decision support
databases.

select into / bulkcopy Allows a database to accept non-logged

(like _disable_redo_logging) operations — use during bulk copying of

data or when using SELECT INTO to
conserve transaction log space.
Restore from backup operations will not
restore a database with non logged
operations to a consistent state.

single user Restricts database access to one user at a
time — use when performing maintenance.

trunc. log on chkpt. Causes the transaction log to be truncated

(like noarchivelog mode) (committed transactions are removed)

every time that the checkpoint process
occurs — use during development to
conserve transaction log space. Do not
use in a production database.

Autoshrink Determines whether the database size
shrinks automatically. Databases can also
be manually shrunk using the database ->
all tasks -> shrink database menu option
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(T-SQL commands DBCC
SHRINKDATABASE or DBCC
SHRINKFILE).

Lab 4.2 — Set and unset some database options.

5. Backup

Backup can be done through Arcserve with the Arcserve agent for SQL Server. But our
preferred backup methodology is to use SQL Server’s own backup utility. This will dump backup
files to disk, which will then be backed up by the Arcserve filesystem backup. The option to
delete old backups should be ticked and backups should be kept for 1 week or so on disk,
because the disk files will always be available from the Arcserve tape backups.

Backups can be written direct from SQL Server to

o disk file
e tape
o pipe

Most commonly SQL Server uses backups to disk file.

All SQL Server backups are online (hot). While a backup is in progress, it is impossible to:
e create or modify databases;

e autogrow files;

e create indexes;

e perform non-logged operations.

There are three kinds of SQL Server backup:

1. Full backup — backs up data files and the part of the transaction log that took place during
the full backup. Equivalent to a full online backup in oracle.

2. Differential backup — backs up the extents which have been modified since the last full
backup, and the part of the transaction log that took place during the differential backup.

3. Transaction log backup — backs up and then truncates the transaction log. Equivalent to a
log switch in an oracle instance in archivelog mode.

4. Transaction log backup with NO TRUNCATE option — backs up the transaction log. Done
before attempting a restore to keep a copy of the current transaction log.

Database maintenance plans are used to perform backups (see section 10 below), except for
one-off ad-hoc backups. In normal practice, a full backup followed by a transaction log backup
is scheduled every night.

Lab 5 —run a one-off backup.

6. Restore

When disaster strikes, the procedure to follow is:

1. Tick the “Single User” and “DBO Use Only” boxes in “database -> properties -> options”.
This will prevent users interfering with the restore in progress.

2. Back up the transaction log without truncate.
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To do this:

1. select “database -> all tasks -> backup database”

2. Tick the backup “Transaction Log” radio button in the general tab

3. Important - Untick the “Remove inactive entries from transaction log” radio button in the
options tab.

Alternatively, use the T-SQL syntax “backup log <database> with notruncate”

This is required to regress in case something goes wrong with the restore. It is the same as
the oracle requirement to copy the on line redo logs before starting a restore.

S@AL Server Backup - Morthwind E3 [l SAL Server Backup - Northwind
General Options | General | Dptionsl
Diptiiss o . . % [atabaze: MHorthwind
Yerifying the backup will read the entire backup and check for
media integrity. Checking the identity and expiration of the Mame: INorthwind backup
media prevents accidental ovenwrites.
v #enfy backup upon completior Description: I
. Backup
Efecht frenbach
L Bt tzp aiter et " Database - complete
[~ Bemove inactive enties from transaction log " Database - diferential
¥ Check media set name and backup set expiration &' Tranzaction log
Media set name: I " Eile and filsgroup: _I
) ) D estination
el e | :
1% [Bechp soril e Backup to: ) Tlape =) [jsk
% fsfter: | 1 _,:.' days C:\MSSOL7YBACK, &dd...
) M I Thu 29/ &/2000
Media set label: Remove |
- Initializing tape or disk media set erases the previous contents
E of the media and labels the media set with a name and _pl Cottents... |
description. _
™| [hitialize andllatelmedia Dvenite
" : & Append to media
2dlia w2t o I ' Ovenyrite existing media
i edia sef descrption I S chedule
[ Schedule: I _I
0K I Cahcel | Help | 0K I Cancel | Help |

3. Run the restore: database -> all tasks -> restore database.

If you have multiple backups to restore, click the “Leave database non-operational, but able to
restore additional transaction logs” button in the options tab. The restore will then have to be
run for the extra backups. Cases where this applies are:

e Partial backups are being employed; and/or

¢ Transaction log backups are taken at intervals inbetween the full or partial backups

Either of which would be fairly unusual configurations.

If you wish to restore to a point in time, specify this in the general tab.

Note that you can restore into a different database or into a new database name from the
“Restore to database” box in the general tab.
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Restore database

General | Options I

% Bestore as database:  |[Wlal{iytaigh j

Festore: &' Database " Filegroups or files © From device

— Parameters
Show backups of database: INg[thwind j
First backup to restore: |21 #0B/00 15:56:07 - j
™| Eaintirkime restore; | J
Festore | Type | Backup setdate | Size | Restore fiom | Backup set nam

@ 21/06/00 15:56:07 2964 Kb CNMSSOLTSBA..

4| | I3
Eioperties |

QK I Cancel | Help |

Restore databasze

Gemeral  Options |

" iEject tapes after restoring each backup

" Frompt before restoring each backup
" Force restore over esisting database

Regtore database files az

Original file narne Restore az

CAMSSLLADAT A northwind, Idf C FAOAT AN northwnd, 1dF
CAMSSOLPDATA northnd, mdf C:AMSSOLAADAT Anorthwnd. mdf
1| | i

— Recoven completion state

* | eave database operational. Mo additional transaction logs can be restored.
" Leave database nonoperational, but able to restore additional ransaction logs.

' Leave database read-only and able to restore additional riansaction logs.

1 e fil s CAMSSALABACKUPSUMDO.DAT J

0k I Cancel | Help |

Lab 6.1 — restore a database
6.2 Rebuilding Master

If the master database is lost, it should be restored from backup in exactly the same way as any
other database. However, if you cannot even start SQL Server in the first place (because
master is damaged), it is possible to rebuild the master, model and msdb databases.

To do this:

1. Run the Rebuildm.exe command-prompt utility in Mssql7/Binn.

2. Restart the SQL Server service

3. Restore backups of the master, model and msdb databases in the normal way.
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Or, if there are no good backups of these three databases,

Manually attach all the databases to master using the sp_attach_db and
sp_attach_single_file_db stored procedures. Also manually recreate all jobs in the msdb
database and manually make any required changes to the model database.

6.3 Standby Databases

SQL Server standby databases are similar to oracle standby instances. Like oracle:

e Transaction logs are shipped from the live to the standby database and then applied to the
standby database

¢ When recovery is performed (eg “restore database with recovery” T-SQL statement), the
standby database is no longer a standby database. It must be rebuilt from a backup of live
to function again as a standby database.

¢ Read only access is allowed to the standby database.

6.4 Cloning Databases

To copy a database within the same server, use the DTS export wizard within Enterprise
Manager (see chapter 8 below).

To clone a database to another server, use the DTS export wizard within Enterprise Manager,
or image copy its database files and transaction log files to the target server, then attach it
using the sp_attach_db and sp_attach_single_file_db stored procedures.

To clone a full server to another machine:

1. Place a fresh SQL Server installation on the target machine (note that binaries cannot just
be copied over because of the NT registry). Patch this up to the same level as the source
server.

2. Create empty databases on the target server with the same filenames and transaction log
filenames as are on the source server.

3. Image copy all database files and transaction log files to the target server, when both the
source and target servers are down.

4. Use the sp_dropserver and sp_addserver stored procedures to give the target server the
correct name.

5. If domain based NT authentication is used, you may have to re-register these logins. (in 6.5,
this is done with the SQL Security Manager)

/. Automating Administrative Tasks
with Jobs and Alerts

For alerts, there are predefined errors , e.g. Error 9002 — Transaction Log Full. User defined
errors can be added — these must have error numbers greater than 50000.

Alerts can be emailed. This requires: an e-mail client on the machine running SQL Server; a
domain user account used for the SQL Server services; a mail profile for this account; then SQL
Mail configured within Enterprise Manager.

Jobs can be multiserver — in that case one SQL Server is the controlling master server and
executes the job on a number of target servers.
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Note that the SQL Server Agent service must be running for jobs and alerts to execute
automatically.

Lab 7 — Create jobs and alerts and publish SQL Server data on the Web

8. Transfering Data with the DTS

DTS = Data Transformation Services

DTS Export/Import Simple export/import operations to and from various
data sources, including SQL Server, Oracle and
Access.

DTS Designer A 5GL GUI transaction-oriented workflow engine

which will perform complex series of operations.
Very powerful and easy to program and maintain.

DTS Object Transfer Transfers objects between SQL Server 7 databases,
including tables, procedures, rules, logins, users,
etc.

DTS bulk insert Like direct path sqgl*load, this is the fastest method
of loading text files into a database.

Bcp — bulk copy program An old command prompt utility like the bulk insert.

Replication

Lab 8 — DTS Export/Import and Designer

9. Monitoring Tools

SQL Server is largely self tuning. Because it is designed for only one operating system, it is
tightly integrated into NT memory management. The SQL Server Buffer Cache, for example is
determined dynamically and automatically. This leaves little in the way of performance tuning
and configuration for the DBA. Parameters such as the buffer cache can be manually forced to
a particular value, but this is not recommended without more advanced tuning knowledge than
is covered in this course.

Note that SQL Server 6.5 is much poorer in this self tuning ability.

Indexing and optimal coding still has to be performed manually, although SQL Server includes
good tools to assist with this. SQL Server uses a cost based optimizer, so statistics have to be
refreshed for optimal explain plans.

The DBA may also need to be involved in resolving Locking problems.

There are five main monitoring tools in SQL Server:

9.1 Microsoft NT Event Viewer in “Start -> Programs -> Administrative Tools (Common)’
An expanded equivalent of the unix /varfadm/messages file. The SQL Server logs are also
available in “SQL Server Enterprise Manager” under Management

9.2 SQL Server Performance Monitor in “Start -> Programs -> Microsoft SQL Server 7.0”
This shows a huge range of common statistics such as Buffer Cache Hit Ratio, writes per

second, etc. A brief definition of each statistic is included.
Oracle Performance Manager would be the closest Oracle equivalent.
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9.3 Current Activity in “SQL Server Enterprise Manager” under Management
This lists current processes (like Oracle Top Sessions), and database locks (like Oracle lock
manager).

9.4 SQL Server Profiler in “SQL Server Enterprise Manager -> Tools”
This is similar to Oracle Trace and Oracle Expert, but has an easier user interface.

The easiest way to use this is with the Create Trace Wizard (“Tools -> Create Trace Wizard”).
This will collect statistics for a variety of problems. For example, the worst performing queries or
the causes of deadlocks. Trace outputs can be saved, especially if the Index Tuning is to be
done.

The Index Tuning Wizard (“tools -> index tuning wizard”) is also useful. It produces
recommendations for adding or dropping indexes based on the type of SQL statements being
run. A trace must have been first created and saved.

9.5 SQL Server Query Analyzer in “SQL Server Enterprise Manager -> Tools”
This displays the explain plan for SQL Statements. It is also useful as a window for actually
executing statements.

Lab 9 — Use each of these 5 tools

10. Maintenance Plans

Maintenance Plans perform tasks such as: Backup; Data File Maintenance, Log File
Maintenance; Data Integrity Checks; Refresh Data Optimization Information.

We use the maintenance plan to:

e Backup the databases

e Backup and then truncate the Transaction Logs
e Regenerate statistics for the query optimizer

e Check database integrity

Below is an example of a standard maintenance plan:

Database Maintenance Plan 3 |jj Database Maintenance Plan [ x|

General  Optimizations | Integrityl Complete Backupl Tranzaction Log Backupl Hepoltingl Generall Optimizations  Integrity | Carnplete Backupl Transaction Log Backup| Heportingl

I™ Reorganize data and index pages : I i

) Fenrnanize pages with the arginal amourt of fiee space @ |nclude indexes

(% Change free space per page pemcentage o) 10 X ¥ Attempt to repair any minar problems

(El

" Exclude indexes

¥ Update the statistics used by the queny optimizer.
¥ Perform these tests before backing up the database or ransaction log.

Percentage of database to zample: |5g | o
™|

[ Remove unused space from database files

Shinirt databiase wheit anotws beyend; |5g ME

Lmount ofifiee space toremain aften stk 10 ;I % of the data space
Gchedule: [Ncoirs every 1 week[z) on Sunday, at 07:00.00 = Schedule: [Decurs every 1 dayls), at 01:00:00. =

LI LChange... ;I LChange... |
Ok I Cancel | Apli | Help | k. I Cancel | Ll | Help |
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¥ Back up the transaction log of the database as part of the maintenance plaré

¥ Werify the integrity of the backup upon completion

Database Maintenance Plan E

Generall Dptimizationsl Integrityl Complete Backup  Transaction Log Backup | Heportingl

' Tape: I j

&+ Disk.
' Use the default backup directory
& Use this directony: ID:\Sql_db\F'S_STDHM\Backup_tx __I
V' Create a sub-directory for each database
V' Remove files older than: |5 ﬁ IDay[s] j
Backup file extension: TRN

Schedule: [Ocours every 1 dayls), at 01:00:00. d

LI Change... |

QK I Cancel | Lppli |

Help

¥ Back up the databaze az part of the maintenance plaré

¥ Weiify the integrity of the backup upon completion

' Tape: I j

Database Maintenance Plan E

Generall Dptimizationsl Integrity  Complete Backup | Tranzaction Log Backupl Heportingl

&+ Disk.
' Use the default backup directory

& Use this directony: ID:\Sql_db\F'S_STDHM\Backup_db . |

[T Create a sub-directary for each database

¥ Remove files older than: |5 ﬁ IDa_l,l[s] j
Backup file extension: BAK.
Schedule: [Dcours every 1 day(z], at 02:00:00. ;I

LI Change... |

QK I Cancel | Lppli |

Help
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Eenerall Dptimizationsl Integrit_l,ll Complete Backupl Transaction Log Backup  Reporting I
Test reports
¥ batite report a text file in directon: IC:'\MSSE!L?\LEIG _I
¥ Delete text report files older than: |5 ::II IDa_l,l[s] j

W E-mail repart to operator: IMike Gifillan j | Mew. . |

Hiztory on this sermver

W wiite history to the table madb. dbo.sysdbmaintplan_histon Wiew Hizton. . |

IV Limit rawes in the: kable to: |1UUU E rowes: for this plan

History on a remote zerver

[ white history to the table on server: I | wiew Histar, |
I Lirrit v it e bl b 10000 =1 1wz fan this pla
== |

] I Cancel | Sl Help

Lab 10 — Create a new maintenance plan

Note that the SQL Server Agent service must be running for maintenance plan jobs to execute
automatically.

11. Replication

Three types of Replication exist

1.

Snapshot Replication — just like Oracle snapshot replication, data is refreshed periodically.
This can have updating subscribers (updateable snapshots), where the subscriber can
change data in the snapshot and this change will be replicated back to the snapshot.
Transactional Replication — this replicates data by monitoring transaction logs. Block
changes for replication are specifically marked in the transaction logs. This is like snapshot
replication, but with constant data copying. So it provides the same functionality as
distributed database triggers, but with fewer potential problems.

This can have updating subscribers, where the subscriber can change data and this change
will be propagated back to the publisher.

Merge Replication — this uses triggers on each copy of the data. Conflicts are resolved at
merge time by means of a “timestamp” column on each row.

Three server types are involved:

1.

2.
3.

Distributor — responsible for synchronizing data between publishers and their subscribers.
The data to be synchronized is stored on disk files on the Distributor machine. A distribution
database stores distribution history, and in transactional replication, also keeps the
information culled from the redo logs for propagation.

Publisher — source of data

Subscriber — receiver of data

In Push Subscription the Publisher defines the subscription to the data.
In Pull Subscription the Subscribers define the subscriptions to the data.
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To set up Replication, use the Configure Publishing and Distribution Wizard in Enterprise
Manager.

Note that SQL Server replication can work to subscribers which are not themselves SQL
Servers. For example, SQL Server could replicate data to an Oracle or Access database.

Lab 11 — Set up various types of replication on the desktop.

Appendix A — Microsoft Support and
Other Helpful Resources

e SQL Server Books Online — look here first for everything, superb documentation installed by
default

o Microsoft TechNet — metalink type database contains most previously encountered issues.
Available on monthly free issue CDs.

Microsoft SQL Server site www.microsoft.com/sgl — masses of useful documents and programs
Microsoft “TechNet on the web” SQL Server site www.microsoft.com/technet/sql

Microsoft Support site support.microsoft.com — metalink type facility

SQL Magazine www.sglmag.com — only partially available without subscription

Swynk.com www.swynk.com/sysapps/sgl.asp — indepependent techie community site

Microsoft Technical Consultant Mark Hickin, 0118-909-3791, mhickin@microsoft.com
Independent Consultant Gordon McHarg, 0141-229-5300, gordonm@api-software.com

Appendix B — List of Differences
between SQL Server and Oracle

1. In SQL Server, only one instance runs per platform.

2. SQL Server tablespaces are called databases, and lie half way between an oracle
tablespace and an oracle instance.

3. Five databases always exist: master (=system); tempdb (=temp); distribution (for
distributed transactions); model (the template for all new database/tablespaces); and msdb
(automatic scheduled jobs information). Three sample databases are also created on install,
but can be safely deleted: pubs; northwind; userl.

4. SQL Server databases comprise one or more datafiles, as in oracle, but also have one or
more online redo log files. This is the principal difference between SQL Server and oracle;
the idea of the temporary tablespace, system tablespace, and each schema tablespace
having their own set of online redo logs takes some getting use to.

5. SQL Server has logins and users. Logins are specific for a SQL Server instance. Users are
specific to a database. A login will have one user for every database it has access to.
Logins have systemic privileges (create database, etc.), Users have DDL and DML
privileges. Standard practice is to name users the as their parent login - this is done by
default.

6. Users with execute permission on a procedure / select permission on a view will fail to use
this if there is broken ownership with referenced objects, unless they are explicitly given
access to the referenced table.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
22.

23.

24.

25.

26.

Revoke (neutral) and Deny (strong) are both available in place of Oracle Revoke. The
difference is whether or not they can be overridden by role or user privileges. Deny appears
as a red cross, Grant as a green tick, and Revoke does not appear in Enterprise Manager
privilege box. [p109]

Objects can have their schema changed in SQL Server without being rebuilt, using
sp_changeobjectowner object, owner. But SQL has to be rewritten to specify the right
user, especially with broken ownership chains, so probably this is more trouble than it is
worth.

SQL Server does not have synonyms.

. Standard Practice on SQL Server is to have all objects, even views and stored procedures,

owned by the dbo user. Other schemas would tend to have their own database/tablespace.
However, this is just standard practice, and does not have to be followed. But problems
could arise be with lack of synonyms and broken ownership chains.

SQL Syntax is slightly different. SQL Server books online has full syntax with a search
capability. However DDL and DBA operations should be done by the Enterprise Manager
GUI, which has wizards available. SQL Server Enterprise Manager is vastly superior to the
equivalent Oracle GUIs. A few operations cannot be done through Enterprise Manager:
Column permissions have to be modified through SQL; Filegroups have to be created
through SQL.

In DDL, whitespace and special characters must be covered with []. E.g.: REVOKE ALL ON
[order details] FROM PUBLIC; DENY CREATE DATABASE TO Eva, [Corporate\ErikB],
Ivan.

SQL Server has its equivalent of v$ and dba_ views. It also has a collection of system
stored procedures which return v$ information or actually perform system DDL.

SQL Server has application roles in addition to standard roles. Application roles are
password identified while standard roles are always enabled for a user. When an application
role is enabled, no other privileges are apparent, with the exception of public privileges.
Application roles would typically be enabled and disabled through a VB front end script.
Syntax is: exec sp_setapprole 'approle_name', 'password’

Databases have a primary datafile (*.mdf), possibly some secondary datafiles (*.ndf); and
one or more on line redo log files (*.Idf).

There is no reason to give a database more than one datafile, except for backup/recovery
streamlining for very large database/tablespaces.

SQL Server has a fixed block size of 8k, and a fixed extent size of 64k. This may not mean
an end to defragmentation requests, since there is still a reorganise utility. The reorganise
utility can be scheduled to run after backup, and does hot reorgs. Small tables can,
apparently, share an extent.

Rows cannot span blocks, so the maximum row size is 8k. This means chaining does not
happen in SQL Server, but problems will occur if a row physically cannot fit into 8Kk.

The default size of on line redo log files is 25% of the total size of all datafiles. It is also
recommended that autoextend be switched on on online redo log files.

A maintenance wizard will decide whether or not to grow or shrink on line redo log files,
among other things.

Autoextend can be in extensions of a fixed size or a percentage of current size.

Autoshrink is available, but recommend that it is switched off and shrinking is done by
maintenance jobs after backups.

Databases can be dbo use only (in development phase) (=restricted session); and can be in
single user mode (when doing restores, etc.).

Truncate log on checkpoint is equivalent to noarchivelog mode in Oracle. Truncating the
log on backup is equivalent to archivelog mode in Oracle.

On line redo logs are not archived, except on backup. They will therefore grow to much
larger sizes than oracle On line redo logs.

By default, a database is created with one filegroup, named default. Microsoft recommend
that filegroups should only be used for backup purposes. Performance should be handled
by striping, even with tables and indexes.
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27. Unlike our practice with Oracle on NT, but like our practice with Oracle on Sun: Microsoft
recommend on line redo log files should be on separate physical disks, with separate disk
controllers, from the datafiles. This is recommended both for performance and for fault
tolerance. [p160]

28. During an online backup: cannot create or alter databases; create indexes; perform
nonlogged operations such as bulk copy and writetext. These will be failed if attempted after
backup is started, or cause backup to stop these are already running.

29. Three types of backup: full backup (=online backup); online redo log backup (=archive); and
differential backup. The last type is completely new to SQL Server. It backs up just those
blocks which have been modified since last full backup.

30. Create Index statements force the data and index filegroups to be backed up
simultaneously.

31. There are no rollback segments in SQL Server. Rollback information is obtained from the
online redo logs. This should improve performance.

32. SQL Server is read inconsistent. This will improve performance for some SQL jobs, but
produce inconsistent results.

33. Standby databases can be up and available read-only on SQL Server. On Oracle7 they are
unavailable.

34. SQL Server creates snapshot disk files, rather than snapshot log tables.

35. SQL Server has transactional replication, which replicates data by monitoring redo logs.
block changes for replication are specifically marked in the redo logs. This is like snapshot
replication, but with constant data copying. So it provides the same functionality as
distributed database triggers, but with fewer potential problems.

36. A distribution database stores distribution history, and in transactional replication, also
keeps the information culled from the redo logs for propagation.

37. SQL Server does not have parallel Server, although this may be possible via NT operating
system.

38. SQL Server does not have sequences. Instead columns can be given the identity property.

39. By default, autocommits instantly, rollback unavailable.

40. With begin transaction...commit/rollback transaction statements, get commit, rollback,
endpoint functionality. However, because SQL Server does not have rollback segments,
modified rows in a transaction are locked. Users cannot even select from the entire table in
most cases.

Syntactical Differences

Page = Block

Identity property = sequence

Replication:

Publisher = master site

Distributor = replication process
Subscriber = copy site

Publication = snapshot group

Article = snapshot

Push Subscription is initiated on publisher
Pull Subscription is initiated on subscriber
Merge Replication = updateable snapshots

Appendix C — Remote Management

Most elements of SQL Server can be administered from your desktop without going through
NSM — which has a tendency to crash the NT server.

Only some of the Remote Administration described below is available with Windows95 - it
makes sense to upgrade your desktop PC to NT Workstation.

Page 23 of 25



SQL Server DBA Training

Desktop Enterprise Manager to administer remote SQL Servers

Within Enterprise Manager, different servers are registered. We normally use the sa account to
connect to remote servers.

Once a server is registered, it can then be administered from the desktop enterprise manager
just as if it was running on the desktop machine itself.

Registered servers can be grouped together within Enterprise Manager.

Mapping NT Server Drives to desktop

Files can be accessed directly from the PC. This is one of the few benefits of NT over unix.

NT server drives can be mapped to a PC drive in exactly the same way as Novell Server drives,

except

1. Specify a $ at the drive name, e.g. \namsprnts01\d$ for the D: drive in Hamsprnts01

2. The first time you connect, you must supply a username and password to connect to the
drive. Username is in the format of <domain name>\username.

For example:
Enter Hetwork Pazsword |
|nzormect paszward ar unknown wsernane far;
Sshamzprntz01hd$ Cancel |
Connect &s: | powenwebiim052364 Help |
Password: Ixxxxxxxxxx:1

Event Viewer

You can also use Event Viewer to see

Select Computer
remote logs

ok

Use the “File” -> “Select Computer” and type

. LComputer; |HAMSPRMTS Cancel
in the name of the remote computer. !

dilf],

Hel
Select Computer: Oelp

For example:

I TOMFLYMM -

[T Low Speed Connection
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Performance Monitor

The SQL Server Performance Monitor can also view remote servers just as if they were the
local machine. Like the Event Viewer, a drop down list of servers to monitor is available.

SQL Server Service Manager Console
The SQL Server Service Manager Console can stop and start any or all of the three SQL Server

services on remote servers just as if they were the local machine. A drop down list of servers to
control is available.
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